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This document describes the syslog protocol. The syslog protocol is
used to convey event notifications. This documents describes a
layered architecture for an easily extensible syslog protocol. It

also describes the basic message format and structured el ements used
to provide meta-information about the message.
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1. Introduction
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This document describes the semantics of the syslog protocol,

@I Ines transport mappings and provides a standard format for al
syslog messages. It also describes structured data elements, which
can be used to precisely define specific message aspects. Many of
these structured data elements carry optional information and are
optional themselves.

@s document describes alayered architecture for syslog. The goal
of this architecture is to separate the functionality into separate
layers and thus provide easy extensibility.

In order to claim compliance with this document, an implementation

MUST at least implement all REQUIRED parts. Optional parts must not
necessarily be implemented.
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2. Definitions and Architecture

The following definitions will be used in this document:

o An application that can generate a message will be called a
"sender".

0 An application that can receive a message will be called a
"receiver".

0 An application that can receive the message and forward it to
another machine will be called a"relay".

0 An application that receives the message and does not relay it to
any other receivers will be called a"collector". @s has been
commonly known as a"syslog server".

There are applications that both receive messages (=) forward them to
another applicaton @D generate syslog messages themselfs. An
example for this may be an application that operates as a syslog

relay as one service while at the same time running other services.
These services may be monitored by the same application, generating
new syslog messages. Such an application acts both asarelay AND a
sender. Thiscaseis specifically mentioned asthe role an

application plays has specia significance, for example on

formatting. An application as described here may thus have two
separate configurations for each of the applications's operations
modes.

A given device may run multiple syslog instances. Thus, adevice can
potentially be a sender, receiver, collector and relay all in once.

The key point isthat there is not necessarily adirect relationship
between the sysl og-enabled application and the deviceit isrunning
on. Thisisimportant to note because syslog was traditionally used

on many low-powered devices acting only as syslog senders. [=ple
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still tend to think of asyslog sender asa"device" - soitis
important to note that thisis not necessarily correct.

The architecture of syslog appplications may be summarized as

follows:

0 Senders send messagesto relays or collectors with no knowledge of
whether it is acollector or relay.

0 Senders may be configured to send the same message to multiple
receivers.

0 Relays may send all or some of the messages that they receiveto a
subsequent relay or collector. @e case where they do not
forward all of their messages, they are acting as both a collector
and arelay. Inthe following diagram, these applications will be
designated as relays.

0 Relays may also generate their own messages and send them on to
subsequent relays or collectors. @hat caseitisactingasa
sender S=-nese applications will also be designated asarelay in
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the following diagram.

The followingEhitectures shown in Diagram 1 are valid while the
first one has been known to be the most prevalent. Other
arrangements of these examples are also acceptable. As noted above,
in the following diagram relays may pass along all or some of the
messages that they receive along with passing along messages that
they internally generate. @

e + S +
e + T + S +
|Sender|---->----|Rel ay|---->----|Coll ector|
e + T + S +

file:///D|/temp/draft-ietf-syslog-protocol-05.txt (7 of 53)9/7/2004 12:57:54 PM


aokmians
Note
An application may store all messages and relay all messages, so it is not limited to the case of storing some and sending others. 

aokmians
Note
Well, a relay is always a sender.  The terminology we are introducing here is confusing.  I would say that there is ONLY sender and receiver. Then quickly discuss various deployment scenarios where collectors and relay agent come in.  But don't mix the two.  The protocol is about a senders and receivers. Discussion of special type of receivers (relays, collectors) is all together optional unless we have some special features for them.  

aokmians
Note
remove this last sentence, you already mention this in the next paragraph.

aokmians
Note
the alignment of the diagram is screwed up like this in the ASCII version as well. Watch your tabs maybe?

aokmians
Note
replace architectures with "deployment scenarios"

aokmians
Note
I think you need to mention what the boxes are in the diagram. It was not apparent to me that these are physical boxes until the last examples.  Or are these processes?  Otherwise, it looks like you are talking about virtual entities which could be on one or multiple boxes.  If you do, then the last example with box with two does not make sense.  


file:///D|/temp/draft-ietf-sys og-protocol -05.txt

e + - + S S R S +
|Sender|-->--|Relay|-->--..-->--|Relay|-->--|Coll ector|
e + - + S S R S +

e + T + S +
|Sender |---->----|Rel ay|---->----|Coll ector|
| |-\ T + S +
e + \
\ . + S +
\-->--|Relay|---->----|Coll ector]|
T + S +
e + S +
|Sender |---->----|Coll ector|
I
e + \
\ . + S +
\-->--|Relay|---->----|Coll ector]|
T + S +
e + T + S +
|Sender|---->----|Rel ay|---->------- |Collector|
e
e + \ R —— +
\' et
\-->--|Relay|-->--/
T +
e + . + S +
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|Sender |---->-----|Relay|---->---------- |Collector|
I T -~
e + \ R +
L +
\' - +
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\-->-||Relay ||->---/

freveeee|
||Sender||->-/
froveeert]
S — +

Diagram 1. Some possible syslog @hitectur%
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3. Transport Layer Protocol

This document DOES NOT specify a specific transport layer protocol.
Instead, it describes the format of a syslog message in atransport
layer independent way.

Transport mappings being defined MUST ensure that a message formatted
according to this document can be transmitted unaltered over the
mapping. If the mapping needsto perform temporary transformations,

it must be guaranteed that the message received at the final

destination is an exact copy of the message sent from the initia

originator. Thisisvital because otherwise cryptographic verifiers

(like signatures) would be broken.

3.1 Minimum Required Transport Mapping

To claim compliance with this document, each implementation MUST at
least implement the UDP transport mapping described in Anton
Okmianski "Transmission of syslog messages over UDP'
(draft-ietf-syslog-transport-udp-01). Thisisto ensure a minimum
interoperability between systems implementing this document.

file:///D|/temp/draft-ietf-sys og-protocol -05.txt (10 of 53)9/7/2004 12:57:54 PM



file:///D|/temp/draft-ietf-sys og-protocol -05.txt

Gerhards Expires January 13, 2005 [Page §]

Internet-Draft The syslog Protocol July 2004

4. Required syslog Format
The syslog message has the following ABNF [8] definition:
; The general syslog message format
SYSLOG-MSG =HEADER E@UCTURED—DATA MSG

HEADER V" VERSION SPSPFACILITY SP
SEVERITY SP TIMESTAMP SP HOSTNAME SP TAG SP
VERSION ~ =1*3DIGIT
F=ILITE) = 1¢10DIGIT ; range 0..2147483648
SEVERITY ~ ="0"/"1"/"2"/"3"["4"["5" [
"6" /"7
HOSTNAME = 1*255PRINTUSASCII ; aFQDN
TAG = SENDER-NAME SP SENDER-INST; &Ehhars max
SENDER-NAME = 1*48VISUAL
SENDER-INST = 1*16VISUAL
VISUAL = (%033-57/%059-126) ; all but SP - =

TIMESTAMP = full-date"T" full-time

file:///D|/temp/draft-ietf-syslog-protocol -05.txt (11 of 53)9/7/2004 12:57:54 PM


aokmians
Note
I thought we said that this will be limited to a smaller number. People were concerned how you would configure all facilities.  I personally, don't necessarily see it as a problem.  One would define specific facilities, and have catch-all ("*") for the rest of them.  

aokmians
Note
I really like it that structured data has a define place for it now!

aokmians
Note
Have to mention no leading zeroes somewhere, right?

aokmians
Note
no need to specify size limit here, you have have restricted it by next two lines

aokmians
Note
all but space and colon as defined; but realistically, we don't need a restriction against colon; you use space a separator and it is restricted against; so, we can make this PRINTUSASCII

aokmians
Note
Can we make it a small "v"?  Just the visual appeal. The upper case is considered screaming. We don't want the version to scream. :)


file:///D|/temp/draft-ietf-sys og-protocol -05.txt

date-fullyear =4DIGIT

date-month = 2DIGIT ; 01-12

date-mday =2DIGIT ; 01-28, 01-29, 01-30, 01-31 based on
; month/year

time-hour =2DIGIT ; 00-23

time-minute =2DIGIT ; 00-59

time-second =2DIGIT ; 00-58, 00-59, 00-60 based on leap
: second rules

time-secfrac ="." 1*6DIGIT

time-offset ="Z"/time-numoffset

time-numoffset = ("+" /"-") time-hour ":" time-minute

partial-time = time-hour ":" time-minute ":" time-second

[time-secfrac]
full-date = date-fullyear "-" date-month "-" date-mday
full-time = partia-time time-offset

STRUCTURED-DATA =*STR-DATA-ELT SP

MSG =*OCTET ; VALID UTF-8 String
OCTET = %d00..255

LF = %d10

CR =%d13 &

sP = %d32

PRINTUSASCII = %d33-126
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: Format of structured data el ement @
STR-DATA-ELT ="[" SD-ID 0*(1*SP SD-PARAM) *SP "]"

SD-ID = SD—I@ANA | SD-ID-EXPERI

SD-ID-IANA  =1*1ID-CHAR [1*1ID-CHARNOSLASH [1*62ID-CHAR]]
SD-ID-EXPERI =%d120 "-" 1*62ID-CHAR ; "x-" (lower case 'X'!)

ID-CHAR = %(E)-33/ %d35-60 / %d62-92 / %094-126 /
%d128-254
; all US-ASCII but ™ (%d34), = (%d61), T &)
- (%0193)
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E}CHARNOSLASH = %032-33 / %035-44 / %d46-60 / %d62-92 /
%d94-126 / %d128-254
; same as |D-CHAR b(X)ithout ' (%6d45)
SD-PARAM = PARAM-ID "=%d34" PARAM-VALUE "%d34"
PARAM-ID = 1*64ID-CHAR
PARAM-VALUE =*(SAFE-CHAR/ ESCAPED-CHAR)
SAFE-CHAR  =*((%032-33) / (%035-46) / (%d48-92) /
(%094-126) / (%d128-254))
ESCAPED-CHAR = ("\\"/ %d47.34/"]") ; 47.34is\"

4.1 Message Length

The maximum length of any syslog message is%]OO0,000 bytes. Any
receiver receiving alarger message MUST discard the message. A
diagnostic message SHOULD belogged in this case.

In order to claim compliance with this document, an implementation @
MUST support messages of at least 65,000 bytes.

A receiyer MAY support messages longer than the minumum outlined
above. vrowever, it MUST NOT do so. The rec%]er MAY support any
length between the minimum and the maximum fengthes defined. If it
receives messages within the maximum length, but with alength larger

than it handles, the receiver MAY either discard the message as whole

or MAY truncateit. E]
=

As such, asender MUST NOT assume that a message can processed by all
receiversif it islarger than the minimum length defined here. If

the message generated is larger, the most important parts of the

message SHOULD be placed early in the message (within the minimum
length area). This ensuresthe important parts will be seen by

the recelver evenif it (or an interim relay) truncates the message.

For performance and usability reasons, a sender SHOULD try to limit
the message to have a maximum size of 480 bytes (total including the
header part).
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aokmians
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4.2 HEADER

The header MUST contain the token identifying the message as a syslog
message complying with this specification, the version of the
specification it complies to, the facility, the severity, the

timestamp, the hostname and the tag. Each of thisfields MUST be
present and MUST be of correct syntax. The code set used in the
HEADER MUST be seven-bit ASCII in an eight-bit field as described in
RFC 2234 [8]. These are the ASCII codes as defined in "USA Standard
Code for Information Interchange" ANSI.X3-4.1968 [2].

If the header is not syntactically correct, the receiver MUST NOT try
to sub-parse some of the header fieldsin order to find a "good"
interpretation. However, thereceiver MAY assumeit isa RFC3164
compliant message and MAY decideto processit as such. Inthis
case, RFC3164 semantics MUST be used. @

As anote to implementors, the "V" token at the very beginning of the
message MAY be used as a rough indication whether or not the message
complies to this document. However, it is not sufficient to assume

it complies%)nis document just because the first character isa

"V". Aswritten above, the full header MUST be validated to assume
this.

4.2.1 VERSION

The Ve%gn field denotes the version of the syslog protocol
specification the message is formatted to. It is used to uniquely
identify the message format should later revisions of the syslog
protocol specification change the format.

Note well: this document isthe first to sp thisformat,

including the VERSION in the header. Any previ slog
specification had a different header. As outlined untier HEADERE
above, an invalid HEADER will automatically tell the receiver that
the message is NOT compliant to this specification. E%chh, al
version information iswell defined (absence of version information
means legacy syslog by the fact that the header isinvalid).

file:///D|/temp/draft-ietf-syslog-protocol -05.txt (14 of 53)9/7/2004 12:57:54 PM


aokmians
Note
... which says any message should be accepted!

aokmians
Note
As stated above

aokmians
Note
You switch back and worth with upper case and only first letter upper-case for field names. 

aokmians
Note
It could be my English, but I never came across a an expression "note well".  I don't know what the "well" part means. 

aokmians
Note
section

aokmians
Note
in the

aokmians
Note
Remove "any"

aokmians
Note
Not sure what this means.


file:///D|/temp/draft-ietf-sys og-protocol -05.txt

The VERSION MUST be anumerical value. It MUST be one of the IANA@
assigned valid VERSION numbers. It startsat 1, which means the

format specified in this document. The VERSION number MUST be
incremented for each new syslog protocol specification that changes
theformat. If MUST NOT be incremented if a new syslog protocol
specification does not change the syntax and semantics of the message

format.

The sender of the syslog message MUST specify the VERSION of the
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format that the message was formatted to.

The receiver MUST check the VERSION. If the VERSION iswithin the
set of format versions supported by the receiver, the receiv%l UST

parse the message according to the correct syslog protcol

specification. A receiver MUST NOT parse a previous version with @
some parsing rules from alater specification.

If the receiver does not support the specified VERSION, it SHOULD log @
adiagnostic message. It SHOULD NOT parse beyond the VERSION field.
This is because the header format may have changed in an

version. It SHOULD NOT try to process the message, but I MAY try

thisif the administrator has configured the receiver to do so. In

the later case, the results may be undefined. If the administrator @
has instructed the receiver to parse non-supported version, it SHOULD
assume that these messages are legacy syslog messages and parse and

process them in respect to RFC 3164. Again, the administrator MAY
configure the receiver to use a different algorithm.

To be precise, arg=yer receiving an unknown VERSION number, MUST,
by default, ignore it. The administrator may configure it to not

ignoreit. Then, the receiver MUST, by default, parseit according

to RFC 3164. The administrator may again override this setting. In

this case, the receiver MAY use whatever method the administor has
choosen. Inthis case, the receiver MUST ensure that no application
reliability issue occurs. If thereisachancefor this, it MUST NOT
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alow the administrator to select an insecure mode.

The spirit of this behaviour is that the administrator may sometime
need the power to allow overriding of version-specific parsing, but
this should be done in the most secure and reliable way. Therefore,
the receiver MUST use the appropriate defaults specified above. This
document is so specific on the defaults and modes because it is
common experience that parsing unknown formats often leads to
security issues.

422 FACILITY

Thefacility is p%n]arily away to filter messages at the receiver.

It isanumerical value. There exist some traditional facility code
semantics for the codes in the range from 0 to 23. These semantics
are not closely followed by al vendors, softwares and senders.
Therefore, no specifc semantics for facility codes areimplied in
this document.

FACILITY isjust a sender-supplied numerical identifier that can be

used for filtering by the receiver. The facility in itself does not
have any semantics. Semantics MUST be applied by site configuration
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(through the site's administrator).

Any implementation of this document MUST support free configuration @
of the FACILITY on the sender.

4.2.3 SEVERITY

The SEVERITY fii%éj, used to indicate the severity that the s%;vﬁer
of the message assgred to it. It isanumerical valuewi@lst
values. Thetraditional syslog severity values are reused, because
they have prooven to be useful and sufficient in reality.
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SEVERITY isanumerical field, which MUST contain one of the digits
fromOto 7. Any other valueisinvalid and MUST NOT be used.

Each of the numerical codes has been assigned the follwing semantics:

Numerical Severity
Code

Emergency: system is unusable

Alert: action must be taken immediately

Critical: critical conditions

Error: error conditions

Warning: warning conditions

Notice: normal but significant condition

Informational: informational messagestoday's a@ity chart
Debug: debug-level messages

~NOoO ok~ WNEO

All implementations SHOULD try to assign the most appropriate

severity et‘ctﬁ%?ir message. Most importantly, test aid like messages @
or progr debugging information SHOULD be assiged severity 7.
Severity 0 SHOULD be reserved for high-priviledge core processes of
very high importance (like serious hardware failures or a very soon

power failure). Animplementation MAY use severities 0 and 7 for

other purposes if thisis configured by the administrator.

In general, arecelver should abide to the fact that severi%]s are

often very subjective. Assuch, areceiver MUST not assume that all
senders have the same sense of severities.

424 TIMESTAMP

The TIMESTAMP field is aformalized timestamp as taken from RFC 3339
[12].

Note well: RFC 3339 makes allowances for multiple syntaxes for a
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aokmians
Note
Ouch, what is this?

aokmians
Note
Second sentence is redundant.

aokmians
Note
spell check

aokmians
Note
spell check

aokmians
Note
"Most importantly, messages designed to enable debugging or testing of software..."

aokmians
Note
This makes no sense.  We are back to this few of syslog as a system-local logging mechanism.  In a distributed system, message severity has nothing to do with whether the process is highly-privileged, core or whatever. In fact, we should not mention processed here at all. 

aokmians
Note
SHOULD

aokmians
Note
I am not sure this sentence make sense.  You can just leave the next sentence and remove the first one. Or "Since severities are very subjective, the receiver SHOULD NOT assume that all senders have the same definition of severity." I would not make it a MUST since we are talking about something that is hard to define.  How would one assume it?  

aokmians
Note
replace "as taken" with "derived"

aokmians
Note
see earlier comment
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timestamp to be used in various cases. This document mandates a

restricted set of syntaxes. The primary characteristics of TIMESTAMP

used in this document are as follows,

0 the"T" and"Z" charactersin this syntax MUST be upper case.

0 usage of the"T" character is mandatory. It MUST NOT be replaced @
by any other character (like a SP character).

0 the sender SHOULD include ti mesecf?(fracti onal seconds) if its
clock accuracy and performance permits.

o the entire length of the TIMESTAMP field MUST NOT exceed 32 @
characters.

Please aso note that RFC 3339 permits ti=)alue "60" in the second
part to indicate aleap second. This must not be misinterpreted. As
a suggestion for application developer, it is advised to replace the
value "60" if seen in the header, with the value "59" if it otherwise
can not be processed, e.g. stored to adatabase. It SHOULD NOT be @
converted to the first second of the next minute. Please note that
such a conversion, if done on the message text itself, will cause
cryptographical signatures to becomeinvalid. Assuch, itis
suggested that the adjustment is not done when the plain message text
Isto be stored (e.g. for later verification of signatures).

Two samples of thisformat are:
1985-04-12T23:20:50.527
1985-04-12T18:20:50.52-06:00

The first represents 20 minutes and 50.52 seconds after the 23rd hour
of April 12th, 1985 in UTC. The second represents the same time but
expressed in the Eastern US timezone (daylight savings time being
observed).

A single space character MUST follow the TIMESTAMPfield. &
4.2.4.1 Syslog Senders without knowledge of Time

There is one special case, and%l, IS 0g sender th@s NOT
aware of timeat al. It can be argued Ivsuch a syslog sender is
something that actually can be found in todays I T infrastructure.
However, discussion has indicated that those things may exist in
reality and as such there should be a guideline what to do in such a
case. The other assumes that those syslog senders will most probably
be found in embeded devices.

file:///D|/temp/draft-ietf-sys og-protocol -05.txt (18 of 53)9/7/2004 12:57:54 PM


aokmians
Note
Is this something that RFC allows? If it does, I think we better use space -- it is much cleaner to read and still parseable just fine. If this is not allowed in RFC, then we don;t need this statement. 

aokmians
Note
permit

aokmians
Note
this extra requirement is redundant; the size is already constrained by ABNF definition; this is only extra work to verify if the two definitions match for readers

aokmians
Note
MUST NOT? or better SHOULD NOT

aokmians
Note
This section is confusing and contradictory. Can we just say that 60 is a valid leap second.  I don't see a problem with that.  We just have to say (if RFC does not already) that 12:00.59 < 12:00:60 < 12:01:00. Right?  How people convert it for storage into the database is not our business, I think. Besides this is such an edge condition that we may disregard it all together. 

aokmians
Note
redundant, this is in ABNF

aokmians
Note
replace ", and this is" with "when"

aokmians
Note
remove

aokmians
Note
replace with "whether or not"

aokmians
Note
remove "is something that actually"
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Note well: an implementation MUST emit avalid TIMESTAMP if

underlying operating system, programming system and hardware is @
capable of doing so. A proper TIMESTAMP MUST be emited even if itis
hard, but doable, to obtain the system time. The rule outlined her(&)

MUST only be used when there is absolutely no way to obtain time
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information from the system environment. Thisrule MUST NOT be usedgJ
as an excuse for lazy implementations.

A syslog sender w%]has absolutely no way of obtaining system time @
from its environment, MUST write the following TIMESTAMP:

2000-01-01T00:00:60Z

ThisTIMESTAMP isin the past, but more importantly, it shows atime
that never existed, because January, 1st 2000 had no leap second

(note the 60 in the second indicator). Assuch, thisTIMESTAMP can
never exist in avalid syslog message, but it is still syntactialy

correct in regard to the ABNF above.

If asyslog receiver receivesthis TIMESTAMP it MUST treat the
TIMESTAMP to be well-formed but MUST also know that the sender had no
idea of what the time actually is. Itisleft to the application

devloper what this means for further processing of the message (this

Is beyond the scope of this document).

4.2.5 HOSTNAME

The HOSTNAME field contains the original creator of the syslog

message.

The HOSTNAME field SHOULD contain the host name and the domain name
of the originator in the format specified in STD 13 [3]. Thisformat

will be referred to in this document as HOSTNAME-STD13.

If the HOSTNAME-STD13 is not known to the orginator, but it knowsits
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aokmians
Note
replace "is capable of doing so" with "support the clock function"

aokmians
Note
this sentence is redundant with previous one

aokmians
Note
change "here" to "below"

aokmians
Note
this sentence is redundant

aokmians
Note
which

aokmians
Note
I think you should get rid of two previous paragraphs. They don't add anything over this statement. 

aokmians
Note
I thought we also discussed the devices that may have no knowledge of absolute time, but have a clock. For these devices, people typically put the number of seconds or msec of uptime in the timestamp. At least Cisco does it for pretty much all of its devices.  At least it provides for some ordering of messages.  So, are we proposing that these devices put the same constant as defined here in all messages until they learn the absolute time?  We could add a structured element "uptime" to structured tag "time", but I am not sure if this is good.  Harder to sort messages.  We need to provide an ability for the device to specify uptime one way or the other for this scenario. 

aokmians
Note
insert: "identifier of the"
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statically assigned IP address, it SHOULD use either its statically
assigned 1Pv4 address or its statically assigned |Pv6 address.

If the IP addressis not statically assigned, it SHOULD specify its
host name (without domain name).

If the host name is not known, it SHOULD specify its dynamically
assigned 1Pv4 or 1Pv6 address.

If the sender does not know its IP address at all, it SHOULD provide
the value "0.0.0.0" if it knowns it has an |Pv4 stack and
"0:0:0:0:0:0:0:0" if it knows it has an |Pv6 stack. @

If the sender does not know anything about itsidentity or the type
of stack used, it MUST provide the value "0:0:0:0:0:0:0:0".

If an IPv4 addressis used, it MUST be shown as the dotted decimal
notation as used in STD 13 [4], and will be referred to as
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HOSTNAME-IPV4. If an IPv6 addressis used, any valid textual
representation used in RFC 2373 [9], section 2 MUST be used and will
be referred to as HOSTNAME-IPV6.

If asender has multiple IP addresses, it SHOULD use a consistent

valuein the HOSTNAME field. This consistent value MUST be one of
itsactual IP addresses. If asender isrunning on a machine which

has been assigned addresses both statically and dynamically, that @
consistent value ULD be from the statically assigned addresses.

Asan dternative, it MAY use the | P address of the interface that is

used to send the message.

Please note that the "SHOULD"s above are very strong "SHOULD"s.
Please consider them to being "MUST"s, except that an @
operator-override of the precedenceis allowed. The default settings
MUST be as specified above.
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aokmians
Note
replace IPv4 and IPv6 addresses with "IP address".

aokmians
Note
I propose that it simply puts "0.0.0.0" for unknown IP.  Identification of IP stack looks like some auxiliary feature that is not relevant to syslog protocol. We don't need to get into this. 

aokmians
Note
replace "shown as" with "in the format of"

aokmians
Note
replace with "which has both statically and dynamically assigned addressed, then..."

aokmians
Note
the sender

aokmians
Note
Which "SHOULD"s above are you referring too? How much above? :)  I don't think this is a way to do this.  If you want them to be MUSTs, then make them MUSTs and describe the exceptions.  
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A single space character MUST follow the HOSTNAME field. &

426 TAG

The TAG isaway to facilitate identification of classes of syslog
messages at therecelver. The TAG is composed of amore or less
static part, which identifies the sender and a dynamic part, which @
identifies a specific sender instance (at least thisisthe

intention).

These two parts are included in their very own fields, which are

described below. The author has decided to use the name"TAG" asan
umbrellafor these two fields, because thisis historically @
well-known syslog terminology. Assuch, it iseasier to understand

the meaning of these two fieldsif the well-known term is being used.

4.2.6.1 SENDER-NAME

The SENDER-NAME isastring of visible (printing) characters @
excluding SP, that MUST NOT exceed 48 charactersin length. The
first occurrence of a SP (space) will terminate the SENDER-NAME
field, but is not part of it.

The SENDER-NAME SHOULD identify the sender. For example, it may
include a configured name (e.g. "ALx4SuperSender") or the (partial)
image name of the application senuen (e.g. "postfix/smtpd”). The

basic ideaisthat SENDER-NAME should be relatively static during the
lifespan of a sender.
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4.2.6.2 SENDER-INST

The SENDER-INST isastring of visible (printing) characters
excluding SP, that MUST NOT exceed 16 charactersin length. The @
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aokmians
Note
this is redundant

aokmians
Note
Disagree. It is an overloaded term and you are only introducing confusion by re-using it and no value. 

aokmians
Note
No, it does not identify classes of messages. This is what facility does. Tag identifies the application which originated the message.  This is where I think the use of general term Tag only confuses things.  I would get rid of it as a concept and just leave SENDER-NAME, SENDER-PROCESS

aokmians
Note
I don't like this description, especially the last part that this is only an intention.  What is "more or less" static mean?  Why can't both be static? 

aokmians
Note
don't need to repeat the ABNF notation.  restating it only creates possibilities for out of sync between description and ABNF and is prone to error (plus more reading). Better state what the SENDER-NAME is supposed to represent -- logical application name.  Why not rename SENDER to APPLICATION (APP)?  What do you have in mind by sender other than an application?

aokmians
Note
Need more precise language. IP also identifies the sender.  You want the logical application name I think.

aokmians
Note
?

aokmians
Note
paragraph redundant
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first occurrence of a SP (space) will terminate the SENDER-INST
field, but is not part of it.

The SENDER-IN HOUL D jdentify a specific instance of the sender
process, =i s recormmiended tuprovide an operating System process

ID, eventtally together with athread ID, if these things exist.

There is no specific format for thisinformation required. @

If the sender has no concept (or knowledge) of its inst%e, adash

"*-" SHOULD be placed inside SENDER-INST. A sender aware of its
instance SHOULD NOT place adash inside SENDER-INST. In the remote
case the dash may actually be theinstance ID, the sender SHOULD E]
escape it in someway, e.g. by ifying "1D:-".

The objective behind SENDER-INST isto provide a quick, but

unreliable, way to detect a new instance of the same sender.

Properly used, the SENDER-INST can be especially helpful for analysis
purposes. However, areceiver MUST NOT assume that the SENDER-INST
Is actually instance-specific and MUST work flawlessly even if the @
SENDER-INST never changes.

4.3 STRUCTURED-DATA

While syslog traditionally con%s freeform data, the structured %
datafieldi to represent well-structured data.  Structured

data are , well defined data elements design be easily
compu arsable. They may transport meta data tor the sysiog
p{%icol aswell asapplication—@ned information E]straffic
counters, | P addresses and other well-defined elements).

Structured data elements MUST be present in the STRUCTURED-DATA
field. Thisfield MUST be followed by a SP character. Structured

data elements themselvs contain SP characters, but only within a

single element. These"in-element" SP characters MUST NOT be
mistaken as terminators of the STRUCTURED-DATA field. Structured
data elements MUST immediately follow each other, without any SPin
between.

The code set used in STRUCTURED-DATA must be UNICODE. It MUST be
encoded in UTF-8 as specified in RFC 2279 [7]. A sender MAY issue

any valid UTF-8 sequence. A iver MUST accept any valid UTF-8
sequence. Most importantly, it"must not fail if control characters

are present in the STRUCTURED-DATA part.
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aokmians
Note
Can we change SENDER-INST to PROCESS-ID or SENDER-PROCESS, since you define it as process anyway?

aokmians
Note
RECOMMENDED (I suggest you search for all keywords and make sure they are all capitalized)

aokmians
Note
"It is RECOMMENDED that the SENDER-INST field contain the...

aokmians
Note
wording issue

aokmians
Note
Wording: "No specific format for this field's data is defined."

aokmians
Note
process

aokmians
Note
Another way to say this is that "-" is a reserved character only to be used to indicate an unidentified process.

aokmians
Note
spelling, I don't think example is necessary

aokmians
Note
What does "instance-specific" mean? What is an instance?  If you are to put a MUST on something, the language has to be unambiguous. I'd remove this sentence. 

aokmians
Note
contained

aokmians
Note
wording: "Syslog messages have traditionally contained free-form data.  This specification defined an additional field for well-structured data."

aokmians
Note
remove

aokmians
Note
remove computer,  "parseable and interpretable".

aokmians
Note
message?

aokmians
Note
about

aokmians
Note
application-specific

aokmians
Note
"information such as ..."

aokmians
Note
the receiver MUST NOT
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Thereisacertain set of structured datathat is under IANA control.
These structured data elements are described in this and other RFCS.%
A second set of structured data elementsis not under lANA-control.
This set MUST be used for experimental or vendor-specific elements.

A syslog message may contain none, one or multiple structured data
elements.

4.3.1 Format @
Structured data elements MUST conform to the ABNF abov@

Each structured data element MUST begin with the token "[". It é;%?
MUST end with the token "]". These tokens define the begd%n end
of the element. SP characters may occur within the element, but n@
outside of it.

The beginning token immediatly be followed by the ID of the
structured data elem 0 space is allowed between the beginning
token and the SD-ID. The SD-ID uniquely identifies the type and
purpose of the element.

IANA controls ALL SD-IDs without a hyphen '-' in the second character
position. Experimental or vendor-specific SD-IDs MUST start with
"x-". Vaueswith ahypen on the second character position and the

first character position not being alower case "x" are undefined and
SHOULD NOT be used. Recelvers MAY accept them.

If areceiver receives awell-formed but unknown SD-ID, the receiver
SHOULD ignorethiselement. It MUST NOT malfunction because of this
unknown SD-ID.

The SD-1D isfollowed by none, one or m%J optional parameter/value
pairs. Each of them MUST start with the parameter name, MUST be
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aokmians
Note
in this RFC and maybe extended by future RFCs

aokmians
Note
outlined in section xxx

aokmians
Note
beginning

aokmians
Note
the

aokmians
Note
I don't understand this statement. we sure have SP characters outside of structured element. Say in MSG part.

aokmians
Note
Before delving into format detail I would have explained the basic concept: "Structured data element consists of a name and parameter name-value pairs." 

aokmians
Note
"This ID is referred to as SD-ID."

aokmians
Note
several


file:///D|/temp/draft-ietf-sys og-protocol -05.txt

followed by an equal=yn and aquote sign. There MUST NOT be any
space between the SD=ID, the equal and the quote sign. Thisis
followed by the parameter value and then another quote sign.

The parameter value may contain any character, but the three special
characters™', '\"and ']' MUST be escaped. Thisis neccessary to
avoid parsing errors. Please note that escaping ']' would actually
not be necessary but isrequired in order to avoid parser
implementation errors. Each of these three characters MUST be

escaped as'\"', "\\' and "\]' respectively.

A backslash ('\') followed by none of the three described characters
Is considered an invalid escape sequence. Upon reception of such an
invalid message, the receiver MUST replace the two-character sequence
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with just the second character received. Itis reco%%ended that the
receivers logs a diagnostic message in this case. The receiver MUST
otherwise ignore the invalid escape sequence.

Parameter/Vaue pairs MUST be separated by at |east one SP character.
Multiple SP characters MAY be used, but SHOULD be avoided. &)

The structured data element MUST be terminated by the character ',

the ending token. This MUST follow the last parameter/value pair.

There SHOULD be no SPin front of the ending token, but there MAY be@
one or multiple SPin front of it.

If multiple structured data elements are written, they MUST all
sequentially be written and no SP be written between those elements.

4.3.2 Examples
All examples show the structured data part of the message, only.

examples should be considered to be on one line. They are wrapped on
multiple lines for readabily purposes, only.
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aokmians
Note
I think you mean PARAM-ID.  I don't why you are restating all of ABNF.

aokmians
Note
RECOMMENDED

aokmians
Note
Why allow it and then recommend against it? Just disallow it? there is no technical or visual reason they may be needed that I can see.

aokmians
Note
this sentence almost contradicts itself. Why don't we just make this should a MUST and be done with it? Introducing more variability in syntax does not help parse developers or anyone.
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Example 1

[x-adiscon-iut iut="3" EventSource="Application"
EventiD="1011"]

%Eis exampleisastructured data el t with an experimental SD-ID
of type "x-adiscon-iut" which has two parameters.

Example 2

[x-adiscon-iut iut="3" EventSource="Application"
Event|D="1011"][x-adiscon-priority class="high"]

Thisisthe same example, but with a second tured data element.
Please note that the structured data element doesimmediately follow @
the first one.

Example 3 - Invalid

[x-adiscon-iut iut="3" EventSource="Application"
EventID="1011"] [x-adiscon-priority class="high"]

Thisis more or less the same example asin example 2, but it has a
subtle error. Please note that there is a SP character between the
two structured data elements ("]SP["). Thisisinvaid. Itwill &

The code set usedinl\%g;must be UNICODE. It MUST be encoded in
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UTF-8 as specified in RFC 2279 [7]. A sender MAY issue any valid
UTF-8 sequence. A receiver MUST accept any valid UTF-8 sequence.
Most importantly it must not fail if control characters are present

in the MSG part. sethe STRUCTURED-DATA field to end after the
first element. The second element will actuamy become part of the

MSG field.

Example 4 - Invalid
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aokmians
Note
this above or this below?

aokmians
Note
three

aokmians
Note
remove

aokmians
Note
follows

aokmians
Note
don't use conversational English like "more or less"

aokmians
Note
incomplete sentence

aokmians
Note
Why are we talking about MSG stuff here? Where is the section on MSG field?

aokmians
Note
looks like a continuation of previously cut sentence.

aokmians
Note
"will be interpreted as part of the MSG field."
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[ x-adiscon-iut iut="3" EventSource="Application"
Event|D="1011"][x-adiscon-priority class="high"]

This example again looks m%J like example 2. It has another subtle
error. Please note the SP character after the initial bracket. A
structured data el ement SD-ID must immediately follow the begin
bracket, so the SP character makes this an invalid element.

Example 5
[sigSig Ver="1" RSID="1234" ... Signature="......"]

Example 5isnot afull examplg][ shows how a hypothetical IANA
assigned SD-1D may be used inside an otherwise empty message. Please
note that the dots denote missing fields, which have been left out

for brevity.

The codegjused INn MSG must be UNICODE. It MUST be encoded in
UTF-8 as specified in RFC 2279 [7]. A sender MAY issue any valid
UTF-8 sequence. A receiver MUST accept any valid UTF-8 sequence.
Most importantly, it must not fail if control characters are present

in the MSG part.

The code set used in MSG must be UNICODE. 1t MUST be encoded in
UTF-8 as specified in RFC 2279 [7]. A sender MAY issue any valid
UTF-8 sequence. A req=yer MUST accept any valid UTF-8 sequence.
Most importantly, it mu$t not fail if control characters are present

in the MSG part.

The code set used in MSG must be UNICODE. It MUST be encoded in
UTF-8 as specified in RFC 2279 [7]. A sender MAY issue any valid
UTF-8 sequence. A receiver MUST accept any valid UTF-8 sequence.
Most importantly, it must not fail if control characters are present

in the MSG part.

Note to implementors: the octect value 0 (0x00), the C string
terminator, isavalid character and MAY be present in the MSG part.
The implementor m@nsure that reception of 0x00 causes no
malfunction, specifically does not cause message truncation. C
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aokmians
Note
conversational english

aokmians
Note
we have to state if this is a valid example

aokmians
Note
Start new section?

aokmians
Note
MUST NOT

aokmians
Note
repeated paragraph

aokmians
Note
MUST
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programmers please be aware that this requires proper escaping and/or
special string handling.

Another note to implementors:. please keep the presence of control
characters in mind when writing textual log files. For example, LF
iIsavalid character and may be present in the MSG part. Writing
thisplainly to alog file may cause problems with log parsers and

other programs that processthe log file. It isgood practice to

escape non-printable characters in a consistent way when writing to @
text files.

4.4 Examples
The following examples are given. (&

Example 1 @
V1 888 4 2003-10-11T22:14:15.003Z mymachine.example.com su: 'su
root' failed for lonvick on /dev/pts/8

In this example, the VERSION is 1 (formatted %ordi ng this

document), the FACILITY has the value of 888 (whatever this meansii
up to the sender and recipient). The message was created on October,
11th 2003 at 10:14:15pm, 3 milliseconds into the next second. The
timestamp isin UTC. Please note that the sender had millisecond
resolution. The sender may have actually had a better resolution, @
but by providing just three digits for the fractional settings, he

does not tell usthis. The message orignated from a host that calls@
itself "mymachine.example.com". AGis"su:". Notethat the
colon is part of thetag. Note the TWO SP characters following - the
second SP character isthe STRUCTURED-DATA delimiter. It tell us
that no STRUCTURED-DATA is present in thismessage. The MSGis"'su
root' failed for lonvick...". Please note that the SP characters are

not part of the MSG, they are the seperators.

As anote to implementors: please note that the sender had @

millisecond time resolution in this example. A common coding bug is
that leading zeros are not written for fractional seconds. Very
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aokmians
Note
I'd remove the last sentence.  I am not sure I agree with this recommendation. It largely depend on what you are trying to do. 

aokmians
Note
"The following are examples of valid syslog messages:"

aokmians
Note
TAG must be two elements separated by a space now

aokmians
Note
remove stuff in brackets

aokmians
Note
remove stuff in brackets

aokmians
Note
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often, the above timestamp is errornously being written as:
"2003-10-11T22:13:14.3". Thiswould indicate 300 milliseconds
instead of the 3 milliseconds that are actually meant. Please make
sure that an implementation handles this correctly.
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Example 2

V1 20 6 2003-08-24T05:14:15.000003-09:00 10.1.1.1
mypro%b] %% It'stimeto

make the do-nuts. %% Ingredients: Mix=0K, Jelly=0OK #
Devices: Mixer=0K, Jelly_Injector=0OK, Frier=OK # Transport:
Conveyerl=0K, Conveyer2=0K # %%

In this example, the VERSION isagain 1. The FACILITY iswithin the@
legacy syslog range (20), as such we assume the user has

specifical (ZJ://www.adi scon.com/Common/en/products/
winsyslog5-editions.phply configure the sender to use thisFACILITY .
The severity is 6 ("Notice" cs). Thetimestamp now has
microsecond resolution, indicated by the additional digitsin the

fractional seconds. The sender indicates that itslocal timeis-9

hours from UTC. Given the date stamp, we can assume the sender is i)
the US Pacific time zone during daylight savingstime. The E?STNAM E
1s"10.1.1.1", so the sender did not know its host- and anfiame

and used the IPv4 addressinstead. The TAGis"myp 10][;%?/" -we
can speculate that the sender actually wanted the tag to be

"myproc[10]:", but because there was no SP following it, the TAG
continues until the first SP. The messageis"It's timeto make the @

do-nuts...... )

Example 3 - An Invalid Message
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aokmians
Note
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V1 20 6 2003-08-24T05:14:15.000000003-09:00 10.1.1.1
myproc[10]:%% It'stimeto

make the do-nuts. %% Ingredients: Mix=0K, Jelly=OK #
Devices. Mixer=0K, Jelly_Injector=0OK, Frier=0OK # Transport:
Conveyerl=0K, Conveyer2=0OK # %%

This example just just like Example 2, but thistime the sender is @
overdoing with the clock resolution. It is supplying nanosecond
resolution. Thiswill result in the TIME-SECFRAC part to be longer
than the allowed 6 digits, which invalidates the header and thus the
message. A receiver MUST NOT try to "fix" thiserror. It MUST

detect this as an invalid message and SHOULD log a diagnostic entry.

If the receiver is capable of processing legacy syslog messages, it

MUST assume that this message is legacy syslog and act accordingly.

Example 4 - with STRUCTURED-DATA
V1 2003-10-11T22:14:15.003Z mymachine.example.com
EvntSLog: [x-adiscon-iut iut="3" EventSource="Application"
EventID="1011"] An application event log entry.

This example is modelled after example or%] However, thistime it
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containsa STRUCTURED-DATA, asingle element with the value
"[x-adiscon-iut iut="3" EventSource="Application" EventlD="1011"]".

The MSG itself is"An application event log entry."

Example 5 - subtle error
V1 888 4 2003-10-11T22:14:15.003Z mymachine.example.com
EvntSLog: [x-adiscon-iut iut="3" EventSource="Application"
EventID="1011"] [x-adiscon-priority class="high"] An @
application event log entry.

Here, the sender seems to have intended to send two structured data
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elements. However, heincluded a SP character AFTER the first

element. That space terminates the STRUCTURED-DATA field. Soit
will be interpreted asfollows. STRUCTURED-DATA is. "[x-adiscon-iut
ut="3" EventSource="Application" EventID="1011"]". The MSG s
"[x-Adiscon-priority class="high"] An application event log entry."

Example 6 - Correct form of Example 5

V1 888 4 2003-10-11T22:14:15.003Z mymachine.example.com
EvntSLog: [x-adiscon-iut iut="3" EventSource="Application"
Event|D="1011"][x-adiscon-priority class="high"] An
application event log entry.

Thisisthe corrected form of what has been shown in example 5. Now
the STRUCTURED-DATA is"[x-adiscon-iut iut="3"
EventSource="Application" EventID="1011"] [x-Adiscon-priority
class="high"]" and the MSG is"An application event log entry.".
Example 7 - Just STRUCTURED-DATA
V1 888 4 2003-10-11T22:14:15.003Z mymachine.example.com
EvntSL og: [x-adiscon-iut iut="3" EventSource="Application"
Event|D="1011"][x-adiscon-priority class="high"]

This example shows that a message with just STRUCTURED-DATA (and no
MSG part). Thisisavalid case.
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5. Structured DatalDs

This section defines the currently IANA-registred structured data IDs
(SD-1Ds). See Section 4.3 for adefinition of structured data
elements.

5.1 time

Th -ID "time" isused by the origina sender to describe its

notéfion of system time. This SD-ID SHOULD be written if the sender
Is not properly synchronized with areliable external time source

If it does not know if itstime zone information is correct. It MA

be written in any other case. Teamain u%f this structured data
element is to provide some infGrmation orrmiow much the TIMESTAMP
described in Section 4.2.4 can be trusted.

5.1.1 tzknown @ @

The "tzknown" parameter indicates if the origin der knowsiits

timezone, as specified in the TIMESTAMP. If sy;thevalue"1" MUST @
be used. If the time zone information isin doubt, the value "0"

MUST be used. Please note that if the sender KNOWS its timezone but
decidesto emit UTC, the value "1" should still be used (because the

time zone is known).

Itis sug@ed that an implementation uses "0" t%i]lefault and

changesto "1" only after the administrator has specifically

configured the time zone. Thevalue"1" MAY be used as the default =
If the underlying operating system provides accurate time zone

information. Itisstill advised that the administrator explictely

acknowledges the correctness of the time zone information.

If asystem is properly synchronized to an ext%jal ti @ the
value"1" should be used in most cases. However, we known of
external time zone synchronizations that do NOT provide the exact
time zone information, just a precise local time. In such (rare)
cases, the "time" structured data element should indicate a properly
synced time but the absence of time zone information by setting the
"tzknown" value to "0".

5.1.2 issynced
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notion

aokmians
Note
I think if you don't prohibit against something, it is assumed that it is a  MAY everywhere, so it is redundant. 

aokmians
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aokmians
Note
of

aokmians
Note
not clear what so refers to (I can guess of course)

aokmians
Note
shoudl we use "true/false" instead?
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RECOMMENDED?
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source

aokmians
Note
authoritative

aokmians
Note
remove we
know?

aokmians
Note
Should we say that parameter should only be present when tzknown=0. Otherwise, we should assume time zone info is correct.  

aokmians
Note
What does a time without time zone mean? Is it useful?  Maybe just for relative message ordering I guess.

aokmians
Note
as a

aokmians
Note
I would remove this and next paragraph.  I don't think we can get too much into what a given value means in terms of implementation.  This field is provided for the sender to indicate that time zone is wrong and therefore time/date is wrong.  How it determines it should be left to implementation.  
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The "issynced" parameter indicates if the original sender is
synchronized to areliable external time source, e.g. viaNTP. If

so, thevalue"1" MUST be provided. If not, the value"0" MUST be
provided.
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5.1.3 syncaccuracy &)

The "syncaccuracy” parameter indicates how accurate the original
sender thinks the time synchronization it participatesinis.

If the value "0" is used for "issynced", this parameter MUST NOT be
written. If thevalue"1" isused for "issynced" but the

"syncaccuracy" parameter is absent, areceiver should assume that the
time information provided is accurate enough to be considered

correct. The"syncaccuracy" parameter should ONLY be written if the
original sender actually has knowledge of the reliabilty of the

external time source. In reality, in most cases, it does not have

this - then the "syncaccuracy" parameter MUST not be written to
prevent false impressions.

The "syncaccuracy” parameter is an interger describing the maximum
number of milliseconds that the clock may be off between
synchoronization intervals.

5.1.4 Examples

The following is an example of a system that knows that it does
neither know itstime zone nor if it is being synchronized:

[time tzknown="0" issynced="0"]
With this information, th der indicates that its time information

can not be trusted. This be ahint for the recaiver to use its
local time instead of the message-provided TIMESTAMP for correlation
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of multiple messages from different senders.

The following is an example of a system that has kn%v]s its time zone
and knows that it is properly synchronized to areliable external
source:

[time tzknown="1" issynced="1"]

The author considers thisto be the typical case. While we do not

know the accuracy of the external time synchronization, the time @
stamp should be good enough for all message correlations with other
senders’ messages.

Note v%%: this case SHOULD be assumed by areceiver if no "time"
structured data element is provided by the sender.

The following is an example of a system that knows both its time zone
and that it is externally synchronized. It aso knows the accuracy
of the external synchronization:
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[time tzknown="1" issynced="1" syncaccuracy="60000"]

The difference between this and the previous example is that the
sender knows that its clock will be kept within 60 seconds (more or
less) of the official time. So if the sender reportsit is 9:00:00,
itisno earlier than 8:59:00 and no later then 9:01:00.

Knowing the accuracy of the time synchronization can be helpful when
correlating syslog messages.

It isimportant to not create afalse impression of accuracy. A
sender MUST only indicate a given accuracy, if it actually knows it
Iswithin these bounds. It is generally assumed that the sender
gains this in-depth knowledge through operator configuration. As
such, by default, an accuracy should not be provided.
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5.2 origin

The SD-ID "origin" isoptional. It MAY be used by a sender to
indicate the origin of a syslog message. It has the following
parameters:

5.2.1 format @

The"format" parameter isoptional. If it t, it denotes the
format that this message was originally b reated in. Itsvalue
MUST be the number of the RFC it compliesto. If the message
complies to an Internet-Draft format, it must specifiy the full
internet draft name. For example, as of thiswriting, format may
either hold the string "3164" (RFC 3164) or
"draft-ietf-syslog-protocol-05.txt".

522 ip
The"ip" parameter isoptional. If it ispresent, it denotesthe IP
address that t der knows it had at the time of sending this
message. It be either the textual representation of an |Pv4
address or the textual representation of an |Pv6 address as outlined
in Section 4.2.5. A host name or FQDN MUST NOT be used inside the &)
"Ip" parameter.
If asender has multiple IP addresses, it MAY either use asingle of
its IP addresses in the "ip" parameter or it MAY include MULTIPL
"Ip" parametersin asingle "origin" structured data element.

5.2.3 enterpriselD

The "enterprisel D" isoptional. If itispresent, it unquily
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S

identifies the vender whom's software or device created the message.

By specifying an enterprisel D, the vendor alows more specific
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parsing of the message. This may be of aid to log analysers and
similar processes.

The enterprise ID isan integer. 1t MUST be the enterprise ID
assigned by IANA to thexendor whoms software or device created the

syslog message.
5.2.4 softwarE)

The "software" parameter is optional. If itispresent, it unquily
identifies the software that created this message. Please note that

when "software" is specified "enterprisel D" SHOULD also be specified,
so that a specific vendor's software can be identified.

Specifying the "software" parameter is an aid to log analysers and
similar processes.

The "software" parameter isastring. 1t MUST not be longer than 48
characters.

5.2.5 version @
The"version" parameter isoptional. If itis present, it unquily
identifies the version of the originator that wrote this log message.
Thisis most useful in combination with the "software" and

"enterprisel D" parameters. If itisused, the "software" and
"enterprisel D" parameters SHOULD be provided, too.

Specifying the "version" parameter is an aid to log analysers and
similar processes.

The"version" isastring. It MUST not be longer than 32 characters.
5.2.6 Example
The following is an example with multiple | P addresses:

[origin format="draft-ietf-syslog-protocol-05.txt" ip="192.0.2.1"
ip="192.0.2.129"]

This example is wrapped for readability. With it, the sender

indicates that it has formatted the message according to this draft
and that it has two ip address, one being 192.0.2.1 and the other one
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being 192.0.2.129.
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6. Security Considerations

This section is to be updated once the rest of the document has been @
confirmed. The current content isincomplete and potentially not in
sync with the rest of the draft.

6.1 Diagnostic Logging

This document, in multiple sections, recommends that an
Implementation writes a diagnostic message to indicate unusual
situations or other things noteworthy. Diagnostic messages are a
very useful tool in finding configuration issues as well as a system
penetration.

Unfortunately, diagnostic logging can cause issues by itself, for
exampleif an attacker triesto create adenial of service condition
by willingly sending malformed messages that will lead to the
creation of diagnostic log entries. Due to sheer volume, the
resulting diagnostic log entries may exhaust system ressources, e.g.
processing power, 1/O capability or smply storage space. For
example, an attacker could flood a system with messages generating
diagnostic log entries after he has compromised a system. If thelog
entries are stored, e.g. inacircular buffer, the flood of

diagnostic log entries would eventually overwrite useful previous
diagnostics.

Besides thisrisk, diagnostic message, if they occur too frequently,

can become meaningless to many administrators. Common practiceisto
turn off diagnostic logging if it turns out to be too verbose. This
potentially removes the administrator of important diagnostic
information.

While this document recommends to write meaningful diagnostic logs,
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the author also recommends to allow an administrator to limit the
amount of diagnostic logging. At least, an implemenation SHOULD
differentiate between critical, informational and debuging diagnostic
message. Critical messages should only beissued in real critical
states, e.g. expected or happening malfunction of the application or
parts of it. A strong indication of an ongoing attack can eventually
alse be considered critical. Asaguideline, there should be very

few critical message. Informational message should indicate all
conditions not fully correct, but still within the bounds of normal
processing. A diagnostic message logging the fact that a malformed
message has been received is a good example of this category. A
debug diagnostic message should not be needed during normal
operation, but merely asatool for setting up or testing a system
(which includes the process of an administrator configuring multiple
syslog applications in a complex environment). An application may
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decide NOT to provide any debugging diagnostic messages.

An administrator should be able to configure the level for which
diagnostic messages will be written. Non-configured diagnostics
should not be written but discarded. An implementor may create as
many different levels of diagnostic messages as he see useful - the
above recommendation is just based on real-world experience of what
Is considered useful. Please not that experience also shows that too
many levels of diagnostics typically do no good, because the typical
administrator may no longer be able to understand what each level
means.

Even with this categorization, a single diagnostic (or a set of them)

may frequnetly be generated when a specific condition exists (or a
system is being attacked). It will lead to the security issues

outlined at the beginning of this section. To solvethis, itis
recommended that an implementation allows to set alimit of how many
"same" diagnostic messages will be generated within alimited amount
of time. E.g. an administrator should be able to say that only the

first 50 identical messages are logged within a 30 minute interval.
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All subsequent identical messages will be discarded until the next
timeinterval. While this causes some information loss, it is

considered a good compromise between avoiding overruns and providing
most in-depth diagnostic information. An implementation offering

this feature should allow the administrator to configure the number

of identical messages as well asthe timeinterval to whatever the
administrator thinks to be reasonable for his needs. Itisup to the
implementor of what the term "identical" means. Some may decide that
only totally identical (in byte-to-byte comparison) messages are
actually identical, some other may say that a message which is of
identical type but with just some changed parameter (e.g. changed
remote host address) is also considered identical. Both approaches
have there advantages and disadvantages. Probably, it isbest to

leave this, too, configurable and allow the administrator to set the
mode.

This document does NOT require nor enforce the outlined diagnostic
message categorization or the duplicate supression feature. It just
would like to show some real-world solutions, which may be helpful
for implementors. A system MAY claim to be compliant to this
document even if it does not implement anything of the above.

6.2 Control Characters

This documents does not impose any restrictions on the MSG content.
Assuch, MSG MAY contain control characters, including the NUL
character.
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In some programming languages (most notably C and C++), the NUL
(0Ox00) character traditionally has a special significance as string
terminator. Mogt, if not all, implementations of these languages
assume that a string will NOT extend beyond the first NUL character.
Thisis primarily arestriction of the supporting run-time libraries.
Please not that this rescriction is also often carried over to

programs and scrip languages written in those languages.
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As such, NUL characters must be taken with great care and be properly
handled. An attacker may deliberately include NUL charactersto hide
information after the NUL characters. Wrong handling of the NUL
character may also invalidate cryptographic checksums that are
transmitted inside the message.

Many popular text editors are also written in languages with this
restriction. This means that NUL characters should never be written
to afilein an unencoded way - otherwise it would potentially render
the file unreadable.

The same s true for other control characters. For example,
deliberately included backspace characters may be used by an attacker
to render parts of the log message unreadable. Similiar approaches
exist for amost al control characters.

Finally, invalid UTF-8 sequences may be used to inject ASCII control
characters. Thisiswhy invalid UTF-8 sequences are not allowed and
MUST be rejected.

6.3 Packet Parameters

The message length MUST NOT exceed the maximum value outlined in
Section 4. Various problems may result if a sender sends out

messages with a greater length. While this document forbids oversize
messages, an attacker may deliberately introduce them. Assuch, it
isvital that each receiver performs the necessary sanity checks.

6.4 Single Source to a Destination

The syslog messages are usually presented (placed in afile,

displayed on the console, etc.) in the order in which they are

received. Thisis not always in accordance with the sequence in

which they were generated. Asthey are transmitted across an IP
network, some out of order receipt should be expected. This may lead

to some confusion a messages may be recelved that would indicate that
a process has stopped before it was started. Thisis somewhat

rectified as the sender had timestamped each of the messages before
transmission. Please note, however, that the TIMESTAMP is not aways
accurate.
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It is desirable to use a transport with guaranteed delivery, if such
oneisavailable.

6.5 Multiple Sourcesto a Destination

In syslog, there is no concept of unified event numbering. Single
senders are free to include a sequence number within the M SG but that
can hardly be coordinated between multiple senders. In such cases,
multiple senders may report that each one is sending message number
one. Again, this may be rectified somewhat by the TIMESTAMP. Ashas
been noted, however, even messages from a single sender to asingle
collector may be received out of order. This situation is compounded
when there are several senders configured to send their syslog
messages to a single collector. Messages from one sender may be
delayed so the collector receives messages from another sender first
even though the messages from the first sender were generated before
the messages from the second. If there is no suffciently-precise
timestamp or coordinated sequence number, then the messages may be
presented in the order in which they were received which may give an
Inaccurate view of the sequence of actual events.

6.6 Multiple Sourcesto Multiple Destinations

The plethora of configuration options available to the network
administrators may further skew the perception of the order of
events. Itispossibleto configure agroup of sendersto send the
status messages -or other informative messages- to one collector,
while sending messages of relatively higher importance to another
collector. Additionally, the messages may be sent to different files
on the same collector. If the messages do not contain
sufficiently-precise timestamps from the source, it may be difficult
to order the messages if they are kept in different places. An
administrator may not be able to determineif arecord in onefile
occurred before or after arecord in adifferent file. This may be
somewhat alleviated by placing marking messages with a timestamp into
all destination files. If these have coordinated timestamps, then
there will be some indication of the time of receipt of the
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individual messages. Assuch, it is highly recommended to use the
best available precision in the TIMESTAMP and use automatic time
synchronization on each systems (as, for example, can be done via
NTP).

6.7 Replaying

This needs a so to be addressed in each transport mapping. Hereis
the general information on the issue, the transport mapping should
address the specifcs for the transport in question.
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Messages may be recorded and replayed at alater time. An attacker

may record a set of messages that indicate normal activity of a

machine. At alater time, that attacker may remove that machine from

the network and replay the syslog messages to the collector. Even

witha TIMESTAMP field in the HEADER part, an attacker may record the
packets and could simply modify them to reflect the current time

before retransmitting them. The administrators may find nothing

unusual in the received messages and their receipt would falsely

indicate normal activity of the machine.

6.8 Reliable Delivery

Asthere is no mechanism within either the syslog process or the
protocol to ensure delivery, and since the underlying transport may
belossy (e.g. UDP), some messages may belost. They may either be
dropped through network congestion, or they may be maliciously
intercepted and discarded. The consequences of the drop of one or
more syslog messages cannot be determined. If the messages are
simple status updates, then their non-receipt may either not be
noticed, or it may cause an annoyance for the system operators. On
the other hand, if the messages are more critical, then the
administrators may not become aware of a developing and potentially
serious problem. Messages may aso be intercepted and discarded by
an attacker as a way to hide unauthorized activities.
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RFC 3195 may be used for the reliable delivery of all syslog
messages.

6.9 Message Integrity

Besides being discarded, syslog messages may be damaged in transit,
or an attacker may maliciously modify them. In the case of a packet
containing a syslog message being damaged, there are various
mechanisms built into the link layer aswell asinto the IP [9] and
UDP protocols which may detect the damage. An intermediary router
may discard a damaged | P packet [10]. Damage to a UDP packet may be
detected by the receiving UDP module, which may silently discard it.
Depending on the transport used, additional or other mechanisms may
be available. In any case, the original contents of the message will
not be delivered to the collector. Additionaly, if an attacker is
positioned between the sender and collector of syslog messages, they
may be able to intercept and modify those messages while in-transit
to hide unauthorized activities.

6.10 Large Size Messages

Messages larger than the minumum size required to be supported by the
transport may be discarded or truncated by either arelay or the

Gerhards Expires January 13, 2005 [Page 32]

Internet-Draft The syslog Protocol July 2004
receiver. This can also lead to message loss, as already indicated
above.
In order to avoid this, it isrecommended that no sender does
generate messages larger than the minimum size, at least not by
default.

6.11 Message Observation

While there are no strict guidelines pertaining to the event message
format, most syslog messages are generated in human readable form
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with the assumption that capable administrators should be able to

read them and understand their meaning. Neither the syslog protocol
nor the syslog application have mechanisms to provide confidentiality
of the messagesin transit. In most cases passing clear-text

messages is a benefit to the operations staff if they are sniffing

the packets off of the wire. The operations staff may be able to

read the messages and associate them with other events seen from
other packets crossing the wire to track down and correct problems,
Unfortunately, an attacker may also be able to observe the human-
readable contents of syslog messages. The attacker may then use the
knowledge gained from those messages to compromise a machine or do
other damage.

6.12 Misconfiguration

Since there is no control information distributed about any messages
or configurations, it iswholly the responsibility of the network
administrator to ensure that the messages are actually going to the
intended recipient. Cases have been noted where senders were
inadvertently configured to send syslog messages to the wrong
receiver. In many cases, the inadvertent receiver may not be
configured to receive syslog messages and it will probably discard
them. In certain other cases, the receipt of syslog messages has
been known to cause problems for the unintended recipient. If
messages are not going to the intended recipient, then they cannot be
reviewed or processed.

6.13 Forwarding Loop

Asitisshown in Figure 1, machines may be configured to relay
syslog messages to subsequent relays before reaching a collector. In
one particular case, an administrator found that he had mistakenly
configured two relays to forward messages with certain Priority
values to each other. When either of these machines either received
or generated that type of message, it would forward it to the other
relay. That relay would, in turn, forward it back. Thiscycledid
cause degradation to the intervening network as well asto the
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processing availability on the two devices. Network administrators
must take care to not cause such a death spiral.

6.14 Load Considerations

Network administrators must take the time to estimate the appropriate
size of the syslog receivers. An attacker may perform a Denial of
Service attack by filling the disk of the collector with false

messages. Placing therecordsin acircular file may aleviate this

but that has the consequence of not ensuring that an administrator

will be ableto review the recordsin the future. Along thisline, a
receiver or collector must have a network interface capable of
receiving all messages sent to it.

Administrators and network planners must also critically review the
network paths between the devices, the relays, and the collectors.
Generated syslog messages should not overwhelm any of the network
links.

In order to reduce the impact of thisissue, it isrecommended to use
transports with guaranteed delivery.

6.15 Denial of Service

Aswith any system, an attacker may just overwhelm areceiver by
sending more messages to it than can be handled by the infrastructure
or the deviceitself. Implementors should attempt to provide

features that minimize thisthreat. Such as only receiving syslog
messages from known | P addresses.

6.16 Covert Channels

Nothing in this protocol attempts to eliminate covert channels.
Indeed, the unformatted message syntax in the packets could be very
amenabl e to sending embedded secret messages. In fact, just about
every aspect of syslog messages lendsitself to the conveyance of
covert signals. For example, a collusionist could send odd and even
PRI valuesto indicate Morse Code dashes and dots.
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7. Noticeto RFC Editor

Thisisanotice to the RFC editor. ThisID issubmitted along with

ID draft-ietf-syslog-transport-udp and they cross-reference each

other. When RFC numbers are determined for each of these IDs, these
references will be updated to use the RFC numbers. This section will
be removed at that time.
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8. IANA Considerations
8.1 Version
IANA MUST maintain aregistry of VERSION values.
To register aVERSION number, a specification isrequired. The
values and their meaning must be documented in an RFC or other
permanent and readily available reference, in sufficient detail so
that interoperability between independent implementationsis
possible. IANA MUST NOT register version "0" or any negative version

number.

For this document, IANA must register the version "1".
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8.2 SD-IDs
IANA MUST maintain aregistry of SD-ID-IANA values. These are the

SD-IDswhich do NOT have ahyphen ("-") in the second character
position.

To register one of these SD-IDs, a specification isrequired. The
values and their meaning must be documented in an RFC or other
permanent and readily available reference, in sufficient detail so

that interoperability between independent implementationsis
possible.

For this document, IANA must register the SD-IDs "time" and "origin".
8.3 Facility and Severities

This document also upholds the Facilities and Severitieslisted in

RFC 3164 [11]. Those values range from 0 to 191. This document also

instructs the IANA to reserve all other possible values of the

Severities and Facilities above the value of 191 and to distribute
them viathe consensus process as defined in RFC 2434 [10].
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